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Objectives



After completing this lesson, you should be able to configure:



•
 A WebLogic Server network channel



•
 WebLogic Server to use an administration port



(17)For many development environments, configuring WebLogic Server network resources is 
simply a matter of identifying a server’s listen address, listen port, and optionally an SSL port. 
You can configure this address, port, and SSL port by using the server’s Configuration > 
General page in the administration console. 


If your server instance runs on a multihomed machine and you do not configure a listen 
address, the server binds the listen port and/or SSL listen ports to all available IP addresses 
on the multihomed machine.


This default configuration may meet your needs if:


• Your application infrastructure has simple network requirements, such as during 
development or test


• Your server uses a single network interface, and the default port numbers provide 
enough flexibility for segmenting network traffic in your domain
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Default WebLogic Networking



By default, an instance of WebLogic Server binds:



•
 To all available network interfaces on the host machine



•
 To a single port



•
 To a separate port for secure sockets layer (SSL) 

communication (if configured)


Port


SSL port
Admin



(18)You can configure each WebLogic Server instance to communicate over a variety of 


protocols, such as Hypertext Transfer Protocol (HTTP), Hypertext Transfer Protocol Secure 
(HTTPS), Internet Inter-ORB Protocol (IIOP), the WebLogic Server proprietary protocol called 
T3, and the Simple Network Management Protocol (SNMP). In addition, you can configure 
general server network settings that apply to all protocols. The default listen address and port 
accept all types of incoming server communications, including:


• Web application HTTP requests


• Remote access to the server Java Naming and Directory Interface (JNDI) tree
• Remote Enterprise JavaBeans (EJB) application Remote Method Invocations (RMI)
• Simple Network Management Protocol (SNMP) polling requests 


• Configuration and monitoring requests from remote management tools, such as the 
Copyright © 2013, Oracle and/or its affiliates. All rights reserved.



Default WebLogic Networking  



The default server port:



•
 Accepts all protocols (HTTP, T3, IIOP, SNMP)



•
 Supports various security and tuning parameters



•
 Is used for client-server communication



•
 Is used for remote server management (admin console, 

WLST)



•
 Is used for internal server-server communication:



–
 Server startup and management messages

–
 Cluster messages



(19)In most production environments, administrators must balance finite network resources 
against the demands placed on the network. The task of keeping applications available and 
responsive can be complicated by specific application requirements, security considerations, 
and maintenance tasks, both planned and unplanned. WebLogic Server allows you to control 
the network traffic associated with your applications in a variety of ways and configure your 
environment to meet the varied requirements of your applications and end users.


Copyright © 2013, Oracle and/or its affiliates. All rights reserved.



Additional Networking Scenarios



You can customize the default WebLogic Server network 

configuration to handle requirements such as:



•
 Dedicating network interfaces to specific servers



•
 Using multiple ports on a single server



•
 Isolating administrative communication



(20)A typical production machine hosts multiple WebLogic Server instances and also is installed 
with multiple network interface cards (NICs). In this scenario, it may be desirable to explicitly 
associate each server with its own dedicated interface or interfaces. For example, each NIC 
could then be tuned to support different levels of performance to match the expected load on 
the assigned server instance. This approach also gives administrators the flexibility to bind 
multiple servers on the same machine to the same port number.


Copyright © 2013, Oracle and/or its affiliates. All rights reserved.



Dedicating Network Interfaces to Specific Servers



•
 You can dedicate specific network interfaces to multiple 

WebLogic Server instances running on the same machine.



•
 The characteristics for each network interface is set at the 

operating system level. 


ServerA


host1:8001


ServerB


host2:8001
host3:8001



(21)WebLogic Server allows a single server instance to bind to multiple ports and allows 


administrators to define different network settings for each port. By using this approach, you 
can dedicate each port to a different protocol, such as HTTP(S) or T3(S). Also, because each 
port can be brought up and down independently, administrators gain additional flexibility in 
how they can perform server maintenance.
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Using Multiple Ports on a Single Server



•
 You can dedicate specific ports for certain client protocols. 

This allows you to:



–
 Configure different security, performance, or quality of 

service characteristics for each port



–
 Enable and disable ports independently of one another


ServerA


host1:8001
host1:9001
HTTP



(22)While maintaining or troubleshooting a production server, it is often desirable to disable all 
incoming application requests. However, a server’s default network configuration implies that 
all traffic run on the same port. Therefore, if the port were closed, all remote administration 
tools such as the admin console or WLST would also not be able to connect to the server.
WebLogic Server supports a domain in which all servers use a separate SSL port that 
accepts only administration requests. The use of dedicated administration ports enables you 
to:


• Start a server in standby state: This allows you to administer a server, whereas its 
other network connections are unavailable to accept client connections.


• Separate administration traffic from application traffic in your domain: In 
production environments, separating the two forms of traffic ensures that critical 
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Isolating Administrative Communication



•
 Create a dedicated address and/or port for administrative 

traffic.



–
 You can disable client access while retaining administrative 

access for server maintenance or troubleshooting.


Admin
Server
host1:9001
Managed
Server
host2:9001
host2:8001
Admin 
console
SSL
SSL



(23)Similar to administration ports, the servers within a cluster can also use separate ports 


dedicated to internal cluster communication. Administrators have the option to configure these 
clusters or “replication” ports to use either a standard or a secure (SSL) protocol.


In general, ports on a server that can be used to send internal messages to other servers in 
the same domain are called “outgoing” ports. Ports that are not enabled for “outgoing” are 
used solely to process incoming client requests.
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Isolating Cluster Communication



Use a dedicated address and/or port for peer-to-peer and 

one-to-many cluster messaging:



•
 Session replication

•
 Server heartbeats

ServerB
host2:8001
ServerC
host3:8001
ServerA
host1:8001
Cluster
host2:8111
host3:8111
host1:8111


(24)A network channel is a configurable resource that defines the attributes of a network 


connection for a specific WebLogic Server instance. A network channel definition includes a 
listen address, port number, supported protocol, and whether or not it can be used for internal 
server-to-server communication. You can use network channels to manage quality of service, 
meet varying connection requirements, and improve the utilization of your systems and 


network resources.


Administrators create a channel for a specific server instance. Channels are not defined 
globally and applied to one or more servers. You can assign multiple channels to a server 
instance, but each channel must have a unique combination of listen address, listen port, and 
protocol. Similarly, if you assign non-SSL and SSL channels to the same server instance, 
make sure that they do not use the same port number.


If you want to disable the non-SSL listen port so that the server listens only on the SSL listen 
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Network Channel



•
 A network channel consists of:



–
 A listen address and port



–
 A single supported protocol along with its 

service characteristics



•
 Each server:



–
 Has an implicit default channel, which can be disabled

–
 Has a default SSL channel (if configured)



–
 Supports all protocols by default

–
 Can be assigned additional channels



•
 Channels can be created, enabled, or disabled 

dynamically without restarting the server.



(25)If you have not created a custom network channel to handle outgoing administrative or 


clustered traffic, WebLogic Server uses the default channel. If instead, multiple channels exist 
for these internal protocols, the server will evenly distribute the outgoing messages across the 
available channels. Administrators also have the option of assigning numeric weights (1–100) 
to internal channels for situations in which the load should not be evenly distributed.


When initiating a connection to a remote server, and multiple channels with the same required 
destination, protocol, and quality of service exist, WebLogic Server tries each in turn until it 
successfully establishes a connection or runs out of channels to try. 
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Channel Selection



•
 For internal communication, WebLogic Server tries to 

select an available channel that best fits the requirements 

(supports the protocol).



•
 Examples include:



–
 Monitoring a managed server from the administration server

–
 Sending a cluster replication message



–
 Accessing the embedded Lightweight Directory Access 

Protocol (LDAP)



•
 If multiple channels meet the criteria, messages are 

distributed across them:



–
 Evenly (default)



(26)To configure a network channel for an existing server, perform the following steps:
1. After locking the configuration, select the server, and then click its Protocols tab.
2. Click the Channels subtab.


3. Click New.


4. Enter a name for the channel, select the protocol it will accept or use, and click Next. 
For administrative channels, select the admin protocol. For cluster channels, select the 
“cluster-broadcast” or “cluster-broadcast-secure” protocol.
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Creating a Channel



1



2

3



4

Configure channels for 


(27)5. Enter a listen address and listen port that this channel binds to, and click Next. If an 
address is not supplied, the address of the default channel is used.


6. Select the check boxes you want and click Next. By default, the new channel will be 
enabled and automatically bind to its address and port. If instead you want to enable it 
manually at a later time, deselect the Enabled check box. Other options include:


- Tunneling Enabled: Select this to enable HTTP tunneling. It is disabled by 
default. Under the HTTP protocol, a client may only make a request, and then 
accept a reply from a server. The server may not voluntarily communicate with the 
client, and the protocol is stateless, meaning that a continuous two-way connection 
is not possible. WebLogic HTTP tunneling simulates a T3 connection via the HTTP 
protocol, overcoming these limitations. Note that the server must also support both 
the HTTP and T3 protocols to use HTTP tunneling.


- HTTP Enabled for This Protocol: Specifies whether HTTP traffic should be 
allowed over this network channel. HTTP is generally required with other binary 
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Creating a Channel 



5



6



7


Can this channel be used for 
internal communication with 
other servers in this domain?


Does this channel support 
HTTP in addition to the 
selected protocol?



(28)- Outbound Enabled: Specifies whether new server-to-server connections can 
consider this network channel when initiating a connection. Leave this field 
deselected for client channels.


7. For secure protocols, optionally enable two-way SSL. Click Finish.


If your server is being accessed through a proxy server on a separate listen address and/or port, 
you may be required to supply an external listen address and/or external listen port for each 
channel. These values are used in cases where the server must publish its location to external 
clients, such as a web server plug-in or a hyperlink in a web browser.



(29)Both the default and custom network channels support various general and protocol-specific 
network settings. If not configured, custom channels inherit their network settings from the 
default channel. These settings include:


• Cluster Address: The address this network channel uses to generate cluster-aware 
EJB stubs for load balancing and failover in a cluster


• Accept Backlog: The number of backlogged, new TCP connection requests that this 
network channel allows


• Maximum Backoff Between Failures: The maximum wait time (in seconds) between 
failures while accepting client connections


• Idle Connection Timeout: The maximum amount of time (in seconds) that a connection 
is allowed to be idle before it is closed by this network channel. This timeout helps guard 
against server deadlock through too many open connections.


• Maximum Message Size: This maximum  attempts to prevent a denial of service attack 
whereby a caller sends very large messages, thereby keeping the server from 
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Channel Network Settings



Custom channels inherit their network settings from the default 

channel, if not overridden.



(30)1. Select a server.


2. Select Protocols > Channels.
3. Select a channel.


4. Click the Monitoring tab.
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Monitoring Channels



Runtime statistics are available for each channel:



•
 Number of active connections



•
 Messages sent/received



•
 Bytes sent/received


Overall 
statistics


Statistics for each 
active connection

1



2



3



(31)You can define an optional administration port for your domain. When configured, the 
administration port is used by each managed server in the domain exclusively for 


communication with the domain’s administration server. If an administration port is enabled, 
WebLogic Server automatically generates an administration channel based on the port 
settings upon server instance startup.


The administration port accepts only secure, SSL traffic, and all connections via the port 
require authentication. The Administration Server and all managed servers in your domain 
must be configured with support for the SSL protocol. Managed servers that do not support 
SSL cannot connect with the administration server during startup. You will have to disable the 
administration port to configure these managed servers.


Ensure that each server instance in the domain has a configured default listen port or default 
SSL listen port. The default ports are those you assign on the Server > Configuration > 
General page in the administration console. A default port is required in the event that the 
server cannot bind to its configured administration port. If an additional default port is 
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Administration Port



•
 The domain’s Administration Port  is an alternative to 

creating a custom network channel with the explicit 

“admin” protocol on every server.



•
 This feature creates an implicit administration channel on 

every server using:



–
 The listen address of the server’s default channel



–
 The same admin port number (entered by you) for each 

server



•
 Administration channels require SSL to be configured on 

each server.



(32)To use a domain-wide administration port, perform the following steps:
1. Select the domain name in the left panel.


2. On the default Configuration > General tab, select the Enable Administration Port 
check box.


3. Enter a value for the Administration Port field and click Save.


After enabling the administration port, all administration console and WLST traffic must 
connect via the administration port.


If you boot managed servers either at the command line or by using a start script, specify the 
administration port in the administration server’s URL. The URL must also specify the HTTPS 
protocol rather than HTTP. If you use Node Manager for starting managed servers, it is not 
necessary to modify startup settings or arguments for the managed servers. Node Manager 
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(33)Override the domain-wide port on all but one of the server instances running on the same 
machine. Override the port by using the Local Administration Port Override option on the 
Advanced portion of the server’s Configuration > General tab in the administration console. 
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Server Override of the Administration Port



If multiple servers run on the same machine, you must perform 

one of the following:



•
 Bind each server to a unique network address.



•
 Override the administration port number for individual 

servers.



(34)In the ADMIN state, WebLogic Server is up and running, but available only for administration 
operations, allowing you to perform server-level and application-level administration tasks. 
The server instance accepts requests from users with the Admin role. Requests from 
non-admin users are refused. All applications accept requests from users with the Admin and 
AppTesterroles. The Java Database Connectivity (JDBC), Java Message Service (JMS), 
and Java Transaction API (JTA) subsystems are active, and administrative operations can be 
performed upon them. However, you do not have to have administrator-level privileges to 
access these subsystems when the server is in the ADMIN state.


A server instance in STANDBY does not process any client requests. All nonadministration 
network channels do not open. The server’s administration channel is open and accepts 
lifecycle commands that transition the server instance to either the RUNNING or the 


SHUTDOWN state. Other types of administration requests are not accepted. Starting a server 
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Server Standby Mode



•
 In the ADMIN state, all channels are opened but 

applications are only accessible to administrators.



•
 In the STANDBY state, only a server’s administration 

channel is opened. All other channels remain closed.



•
 Administrators can later transition servers in the ADMIN or 

STANDBY state to the RUNNING state.


Changing the state a 
server initially starts in



(35)A virtual host allows you to use DNS to map a host name to an IP address of an instance of 
WebLogic Server or a cluster and specify which servers running on that IP address are part of 
the virtual host. This allows you to target an application to a virtual host during deployment, 
which in turn determines which servers ultimately host the application. Update DNS to map 
the host name to the correct IP address. (You can also use the hosts file to do this.) When 
WebLogic receives requests for that host name, it matches it with the appropriate virtual host 
and sends the request to the correct instance of WebLogic Server.


WebLogic also allows you to configure separate HTTP parameters, access logs, and default 
web applications for each virtual host. Defining a default web application for a virtual host 
allows you to configure multiple applications on the same domain or servers that are each 
accessible without specifying a web application's context path. Instead, the host name of the 
URL determines which application gets called.
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host01

Virtual Host

server2:7012
supplies
<application>
server1:7011
supplies
<application>
User 1
benefits

<application> benefits.comVirtual Host:


Virtual Host:


supplies.com


User 2


supplies.com


benefits.com



A virtual host allows you to 

define host names to which 

servers or clusters respond.



(36)You perform the following steps to create a virtual host using the administration console:
1. Within the Domain Structure, you expand the Environment node and select Virtual 


Hosts.
2. Click New.


3. Enter a unique name for your virtual host. Note that this does not have to match the host 
name you configure. Click OK.


4. Verify that your virtual host is created.
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Create a Virtual Host


2


1


3



(37)You perform the following steps to configure your virtual host using the WebLogic 
administration console:


1. Select your newly created virtual host in the virtual host list.


2. Enter the host names that correspond to this virtual host. In this case, a virtual host 
called benefits.com is added. You can potentially configure a separate network 
channel and specify the name of that channel in the Network Access Point Name field. 
In this example, this field is left blank so the virtual host is associated with the default 
channel. Click Save when finished.


3. Select the Targets tab to specify which servers in the domain are associated with your 
virtual host.


4. In this case, server1 is selected. Click Save and activate your changes.
Copyright © 2013, Oracle and/or its affiliates. All rights reserved.



Configure a Virtual Host


1


2


3



(38)To map your host name to the IP address on which the server is listening either modify your 
DNS server or modify the machine's /etc/hosts file.
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Configure a Virtual Host in DNS

or the hosts File


# Do not remove the following line, or various programs
# that require network functionality will fail.


127.0.0.1   localhost.localdomain localhost


192.0.2.11  host01.example.com host01 benefits.com
192.0.2.12  host02.example.com host02
/etc/hosts

DNS Server

benefits.com = 192.0.2.11
Update 
the DNS 
Server.
Or update 
the hosts
file.


(39)Now that DNS is mapped to the server's IP address and your virtual host is configured, you 
deploy the application to your virtual host. You deploy the application as usual but when you 
arrive at the targeting page there is a new category called Virtual Hosts. You select your 
virtual host and continue as usual with the rest of the deployment process.


Copyright © 2013, Oracle and/or its affiliates. All rights reserved.



(40)After everything is configured and deployed, you test your virtual host connection by 


accessing your application using the virtual host name rather than the server’s IP address. In 
this example, instead of the IP address, the URL contains benefits.com, followed by the 
server's port number. 
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Run the Application Using the Virtual Host



http://benefits.com:7011


The benefits application was set as the default 
web application for the virtual host, so no 
application context is needed in the URL.



(41)Answer: d
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Quiz



Which one is not a protocol that you can assign to a network 

channel?



a.
 ADMIN



b.
 T3



c.
 HTTPS



(42)Answer: b
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Quiz



Setting up a domain-wide admin port requires that all servers in 

the domain:



a.
 Use the same port number for it



b.
 Have SSL configured
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Summary



In this lesson, you should have learned how to configure:



•
 A WebLogic Server network channel



•
 WebLogic Server to use an administration port
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Practice 11-1 Overview: 

Configuring a Network Channel



This practice covers the following topics:



•
 Configuring a custom network channel for HTTP traffic
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Practice 11-2 Overview: 



Configuring the Administration Port



This practice covers the following topics:



•
 Configuring the domain-wide admin port



•
 Accessing the administration server by using the admin 

port



•
 Starting an application in Admin mode
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Practice 11-3 Overview: 

Creating a Virtual Host



This practice covers the following topics:



•
 Creating a virtual host



•
 Deploying an application to the virtual host
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Clusters
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Objectives



After completing this lesson, you should be able to:



•
 Describe two cluster architectures: basic and multi-tier



•
 Create and configure a cluster



(49)A WebLogic Server cluster consists of one or more managed servers from the same domain 
running simultaneously and working together to provide increased reliability and scalability. A 
cluster appears to clients as one WebLogic Server instance. The server instances that 


constitute a cluster can run on one machine or on multiple machines.


A cluster achieves high availability through the replication of services. Because of this 
replication, failover is possible. When one server fails, a second server automatically can 
resume operation where the first server left off. 


Load balancing, the distribution of work across the cluster, ensures that each server in the 
cluster helps carry the load. 


Scalability is achieved because you can increase a cluster’s capacity by adding server 
instances to the cluster, without making any architectural changes.


A cluster also assists in migration. After a system failure on one server, work can be 


continued by moving the services that server provided to another server in the cluster (service 
level migration), or by moving the entire server to a new hardware (whole server migration).
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Cluster: Review



A cluster:



•
 Is a logical group of managed servers 

from the same domain that run 



cooperatively



•
 Supports features that provide high 

availability for web applications, web 

services, EJBs, and JMS



•
 Is transparent to its clients



•
 Can have servers added to it statically or 

dynamically



•
 Requires a cluster proxy to provide load 

balancing, if it hosts web applications


Domain
Cluster
Proxy
Clients Cluster
Machine
Machine
Machine
Server
Server
Server



(50)Clusters support different types of applications as follows:


• Web applications: Load balancing is achieved through the cluster proxy. This proxy can be 
a web server using a WebLogic Server proxy plug-in or a hardware load balancer. Failover 
is achieved by replicating or storing the HTTP session state of clients.


• For Enterprise JavaBeans (EJBs), clustering uses the EJB’s replica-aware stub for load 
balancing and failover. When a client makes a call through a replica-aware stub to a 
service that fails, the stub detects the failure and retries the call on another replica.
• For JMS applications, clustering supports transparent access to distributed destinations 



(51)A WebLogic Server cluster provides the following benefits:


• Scalability: The capacity of a cluster is not limited to one server or one machine. 
Servers can be added to the cluster dynamically to increase capacity. If more hardware 
is needed, a new server on a new machine can be added.


• Load Balancing: The distribution of jobs across the cluster members can be balanced, 
so no one server is overloaded.


• Failover: Distribution of applications and their objects on multiple servers enables 
easier failover of the session-enabled applications.


• Availability: A cluster uses the redundancy of multiple servers to insulate clients from 
failures. If one server fails, another can take over. With the replication (or storage) of 
server-specific information, the failover can be transparent to the client.


• Migration: This ensures uninterrupted availability of pinned services or components—
those that must run only on a single server instance at any given time. An example of a 
pinned service is the use of the Java Transaction API (JTA).
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Benefits of Clustering


Concept Description


Scalability


More capacity for applications can be provided by 


adding servers, without interruption of service or making 
architectural changes.


Load balancing Work (for example, client requests) is distributed across 
the members of a cluster.


Failover


When a server fails, another one can automatically take 
its place. Information on the failed server is replicated 
(or stored), so that the new server has access to it.
Migration


When a server fails, its “pinned” services can continue 
by moving them to another server in the cluster, or by 
moving the entire failed server to a new hardware.
A “pinned” service is a service that must run only on a 



(52)The basic, single-tier cluster architecture has all WebLogic Server application code in a single 
tier. That single tier includes both web applications and Enterprise JavaBeans.


Remove the “EJB Code” box for systems that do not use EJBs.
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Basic (Single-Tier) Cluster Architecture


Machine
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(53)In the multi-tier cluster architecture, two separate WebLogic Server clusters are configured: 
• Cluster A for the web application tier


• Cluster B to serve clustered EJBs


If your system does not use EJBs, you would not use the multi-tier cluster architecture in this 
way. You could have a second tier for JMS and use it to load balance JMS calls, however.
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Multi-Tier Cluster Architecture
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(54)Basic (single-tier) advantages:


• Easier administration: There is only one cluster to create, configure, and maintain. Also, 
because one cluster hosts web applications and EJBs, you can easily deploy enterprise 
applications to the cluster. The web application and EJBs are in the same archive.
• Less network traffic: Clients access WebLogic Server through web applications. Calls 


from WebLogic Server to back-end systems and databases still occur, but all calls from 
the web application tier to EJBs are within the same JVM.


• Faster EJB performance: Because the calls from the web applications to the EJBs are 
within the same instance of WebLogic Server, there is no network overhead. The calls to 
the EJBs are local, not remote. This is especially important if the web applications make 
frequent EJB calls.
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Architecture Advantages and Disadvantages


Cluster


Architecture Advantages Disadvantages


Basic
(single-tier)


• Easier to administer


• Less network traffic


• EJB calls are local (and therefore 
faster)


• Cannot load balance 
EJB calls


Multi-tier • EJB calls are load balanced


• Scaling options (for example, you 
can shift (or add) hardware and 
WebLogic server instances to 
whichever tier is busier)


• More security options (for example, 
you could place a firewall in 


between the web application tier 
and the EJB tier)


• Harder to administer


• Perhaps more 


hardware and licensing 
costs


• EJB calls are remote 
(and therefore slower)



(55)Basic (single-tier) disadvantage:


• EJB calls cannot be load balanced. Each call from the web application tier to an EJB is 
always to the EJB running on that same instance of WebLogic Server. It is therefore 
possible that the server load becomes unbalanced. Let us say that 200 concurrent users 
are accessing your applications, and they have been load balanced so that 50 are 


accessing each of the four servers in the cluster. It just so happens that the 50 users on 
server 1 are performing tasks that call EJBs, while the other 150 users on the other 


servers are not. Server 1 will be exceptionally busy, while servers 2, 3, and 4 will not. If the 
EJB calls were load balanced to an EJB tier, however, then the “EJB load” would be 


spread across all of the servers in the EJB tier cluster.
Multi-tier advantages:


• EJB calls are load balanced: Each call to an EJB can be load balanced across all the 
servers in the EJB cluster. The “unbalanced” situation described above is no longer 
possible.


• More scaling options: Separating the web application and EJB tiers onto separate clusters 
provides you with more options for scaling the system and distributing the load. For 


example, if users spend most of their time using the web applications, and those 
applications make few EJB calls, you can use a larger number of WebLogic Server 
instances in the web application cluster. If things change, and your applications become 
more EJB-intensive, you can shift or add servers to the EJB cluster.


• More security options: With another layer there is an opportunity to add more security. For 
example, you could place a firewall in between the web application and EJB clusters.
Multi-tier disadvantages:


• More difficult administration: There is more than one cluster to create, configure, and 
maintain. Also, because one cluster hosts web applications and the other EJBs, 
deployment becomes more complicated. 


• Perhaps higher costs: With two clusters you may have more instances of WebLogic 
Server and more hardware. 


• Slower EJB performance: Because the calls from the web applications to the EJBs are 
always remote, you must pay the price of remote calls. The applications must be 
developed with this in mind so that calls to EJBs are infrequent and “course grained.”
• More network traffic: Because all EJB calls are remote, network traffic increases.



(56)An instance of WebLogic Server uses one-to-many communication to send regular 


“heartbeat” messages that advertise its continued availability to other server instances in the 
cluster. The servers in a cluster listen for heartbeat messages to determine when a server has 
failed. 


All servers use one-to-many messages to announce the availability of clustered objects that 
are deployed or removed locally. Servers monitor these announcements so that they can 
update their local JNDI tree to indicate the current deployment of clustered objects. This is the 
maintenance of the so-called “cluster-wide” JNDI tree.


IP multicast enables multiple applications to subscribe to an IP address and port number, and 
listen for messages. A multicast address is an IP address in the range 


224.0.0.0-239.255.255.255. IP multicast does not guarantee that messages are received, so 
WebLogic Server allows for the possibility that some messages may be missed. If you use 
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Cluster Communication



•
 Cluster members communicate with each other in two 

ways:



–
 One-to-many messages:


— For periodic “heartbeats” to indicate continued availability
— To announce the availability of clustered services


— Note: This communication can use either:


— IP unicast (recommended): No additional configuration is required.
— IP multicast: A multicast host and port must be configured.



–
 Peer-to-peer messages:


— For replicating HTTP session and stateful session EJB state
— To access clustered objects that reside on a remote server 


(multi-tier architecture)



(57)Firewalls can break multicast transmissions. Although it might be possible to tunnel multicast 
transmissions through a firewall, this practice is not recommended.  A final worry with multicast 
messaging is the possibility of a multicast “storm,” in which server instances do not process 
incoming messages in a timely fashion, which leads to retransmissions and increased network 
traffic.  


IP unicast is recommended because it does not have the network issues of multicast. You can 
set up a separate network channel for unicast communication, but it is not required. If no 
separate channel is defined, each server’s default channel is used (the default channel is the 
server’s configured host and port). 


IP sockets provide a simple, high-performance mechanism for transferring messages and data 
between two applications. Clustered WebLogic Server instances use IP sockets for: 


• Replicating HTTP session state and stateful session EJB state


• Accessing clustered objects that reside on a remote server instance (as in the multi-tier 
cluster architecture)



(58)This is covered in the lesson titled “Creating Domains.”


Note that there is not a way to create dynamic clusters, server templates, or dynamic servers 
at the time of domain creation by using the Configuration Wizard. You can create a regular 
cluster by using the Configuration Wizard, and later create a server template and assign it to 
the cluster, which makes the cluster dynamic.
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Creating a Cluster: 

Configuration Wizard



In the Configuration Wizard:



1.
 Add clusters.



2.
 Assign managed servers to them.



1



(59)To create a new cluster, perform the following steps:
1. In the Change Center, click Lock & Edit.


2. Select Clusters under Environment in the Domain Structure. 
3. Click the New button and select Cluster.


4. Give the cluster a unique name and select Unicast as the messaging mode. Click OK. 
If you have created a network channel for one-to-many cluster communication, enter it in 
the Unicast Broadcast Channel field. This field is optional. If left blank, each server’s 
default network channel is used for this communication.


Note: The other messaging mode option is Multicast. If that is selected, you must also enter 
the Multicast Address and the Multicast Port.
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Creating a Cluster: 

Administration Console

2

3

4

1



(60)To add servers to the new cluster, perform the following steps (this assumes the configuration 
is still locked):


1. In the Clusters table, select the new cluster’s name. 
2. Select the Configuration tab and the Servers subtab.
3. Scroll down to the Servers table. Click the Add button.


4. To add an existing server to the cluster, choose Select an existing server, and add it 
as a member of this cluster. Then use the drop-down list to select a particular server. 
(The other option is to select Create a new server and add it to this cluster. You then 
click Next and are led through creating a new server.)


5. Click Next or Finish. 


6. Repeat the process to add more servers to the cluster. (Not shown)
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Adding Servers to the Cluster: 

Administration Console



1



2
 3



4
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Server Templates and Dynamic Clusters



A dynamic cluster is based on a server template. 


Machine1


Dynamic Cluster


ServerA-1 ServerA-2 ServerA-3


Number of
Dynamic Servers = 3
Assigned to
Servers 
based on 
the 
template 
are 
generated.
Server Template A
Defines common 
server attributes



(62)Server templates allow you to define common attributes that are applied to a group of server 
instances. Because common attributes are contained in the template, you only need to 
change them in one place and they take effect in all of the servers that use the template. You 
use server templates in a heterogeneous server environment where server instances have a 
common set of attributes, but also have a set of unique, server-specific attributes. The primary 
use for server templates is in creating dynamic clusters. 


Only one server template can be associated with a dynamic cluster. You use the server 
template to specify the configuration of the servers in the dynamic cluster, so that each server 
does not need to be manually created and configured for the cluster.


When configuring a dynamic cluster, you specify the number of server instances you 
anticipate needing at peak load. WebLogic Server creates the specified number of server 
instances and applies the calculated attribute values to each one. When you need additional 
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•
 A server template defines server attributes.



–
 Servers based on that template share those attributes.


— If you change an attribute in the template, all of the servers 
based on that template change.



•
 A cluster can be associated with one server template. The 

cluster sets the number of dynamic servers needed. 



–
 That number of servers is generated and assigned to the 

cluster.



–
 These servers show in the Servers table with the Type 

“Dynamic” (as opposed to “Configured”).



–
 Attributes of dynamic servers that are server-specific are 

calculated when the servers are generated (for example, the 

server names).



(63)To create a new dynamic cluster, perform the following steps:
1. In the Change Center, click Lock & Edit.


2. Select Clusters under Environment in the Domain Structure. 
3. Click the New button and select Dynamic Cluster.


4. Give the cluster a unique name and select Unicast as the messaging mode. Click 
Next. If you have created a network channel for one-to-many cluster communication, 
enter it in the Unicast Broadcast Channel field. This field is optional. If left blank, each 
server’s default network channel is used for this communication.


Note: The other messaging mode option is Multicast. If that is selected, you must also 
enter the Multicast Address and the Multicast Port.
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(64)5. Enter the Number of Dynamic Servers. This is how many dynamic servers are created 
and placed in the cluster. This number should be the number of server instances you 
anticipate needing at peak load. Enter the Server Name Prefix. This is used to help 
generate the server names. Select Create a new server template using domain 
defaults. Click Next.


Note: The other option for the server template is to select Clone an existing server 
template for this cluster and use the drop-down list to select an existing server 
template to copy.
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Use machines that have a name that 
starts with the string “machine.”



(65)6. Select how to distribute the dynamic servers across machines, then click Next. The 
choices are:


- Use any machine configured in this domain: The dynamic servers generated are 
assigned in a round-robin fashion to all machines defined in the domain.


- Use a single machine for all dynamic servers: You want all dynamic servers on 
one machine. If this is chosen, you use the Selected Machine drop-down list to select 
that machine.


- Use a subset of machines in this domain: The dynamic servers generated are 
assigned in a round-robin fashion to all machines defined in the domain that match 
the Machine Name Match Expression entered. An asterisk can be used as a wild 
card.



(66)7. Select how to assign listen ports to the dynamic servers and then click Next. The two 
choices for how to do the port assignments are:


- Assign each dynamic server unique listen ports: The dynamic servers 
generated are assigned unique listen ports by using the numbers entered in the 
Listen Port for First Server and SSL Listen Port for First Server fields. The first 
server port numbers are the values entered plus 1. Each subsequent server will 
have 1 added to the port numbers of the server generated before it.


- Assign each dynamic server fixed listen ports: The dynamic servers generated 
are assigned the same listen ports entered in the Listen Port and SSL Listen Port 
fields. Note that this only works if the servers have different listen addresses. (No 
two servers can share the same listen address and listen port.)
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The first server port numbers 
will actually be these plus 1.



10



(67)To edit the new dynamic cluster, perform the following steps:
1. In the Change Center, click Lock & Edit.


2. Select Clusters under Environment in the Domain Structure. 
3. Select the name of the new cluster in the Clusters table.


4. Select whichever tabs you want. Make changes to the cluster attributes. Click Save.
5. In the Change Center, click Activate Changes.
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(68)To edit the new server template, perform the following steps:
1. In the Change Center, click Lock & Edit.


2. In the Domain Structure, expand Environment, expand Clusters, and select Server 
Templates. 


3. Select the name of the new server template in the Server Templates table.


4. Select whichever tabs you want. Make changes to the server template attributes. Click 
Save.


5. In the Change Center, click Activate Changes.
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