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(8)Welcome to the sixth edition of Computer Networking: A Top-Down Approach. Since
the publication of the first edition 12 years ago, our book has been adopted for use at
many hundreds of colleges and universities, translated into 14 languages, and used
by over one hundred thousand students and practitioners worldwide. Weâ€™ve heard
from many of these readers and have been overwhelmed by the positive response.


Whatâ€™s New in the Sixth Edition?


We think one important reason for this success has been that our book continues to offer
a fresh and timely approach to computer networking instruction. Weâ€™ve made changes
in this sixth edition, but weâ€™ve also kept unchanged what we believe (and the 
instruc-tors and students who have used our book have confirmed) to be the most important
aspects of this book: its top-down approach, its focus on the Internet and a modern
treatment of computer networking, its attention to both principles and practice, and its
accessible style and approach toward learning about computer networking. 
Neverthe-less, the sixth edition has been revised and updated substantially:


â€¢ The Companion Web site has been significantly expanded and enriched to
include VideoNotes and interactive exercises, as discussed later in this Preface.
â€¢ In Chapter 1, the treatment of access networks has been modernized, and the


description of the Internet ISP ecosystem has been substantially revised, 
account-ing for the recent emergence of content provider networks, such as Googleâ€™s. The
presentation of packet switching and circuit switching has also been reorganized,
providing a more topical rather than historical orientation. 


â€¢ In Chapter 2, Python has replaced Java for the presentation of socket 
program-ming. While still explicitly exposing the key ideas behind the socket API, Python
code is easier to understand for the novice programmer. Moreover, unlike Java,
Python provides access to raw sockets, enabling students to build a larger variety
of network applications. Java-based socket programming labs have been
replaced with corresponding Python labs, and a new Python-based ICMP Ping
lab has been added. As always, when material is retired from the book, such as
Java-based socket programming material, it remains available on the bookâ€™s
Companion Web site (see following text).


â€¢ In Chapter 3, the presentation of one of the reliable data transfer protocols has
been simplified and a new sidebar on TCP splitting, commonly used to optimize
the performance of cloud services, has been added.



(9)â€¢ Chapter 5 has been reorganized and streamlined, accounting for the ubiquity of
switched Ethernet in local area networks and the consequent increased use of
Ethernet in point-to-point scenarios. Also, a new section on data center 
network-ing has been added.


â€¢ Chapter 6 has been updated to reflect recent advances in wireless networks, 
par-ticularly cellular data networks and 4G services and architecture. 


â€¢ Chapter 7, which focuses on multimedia networking, has gone through a major
revision. The chapter now includes an in-depth discussion of streaming video,
including adaptive streaming, and an entirely new and modernized discussion of
CDNs. A newly added section describes the Netflix, YouTube, and Kankan video
streaming systems. The material that has been removed to make way for these
new topics is still available on the Companion Web site. 


â€¢ Chapter 8 now contains an expanded discussion on endpoint authentication.
â€¢ Significant new material involving end-of-chapter problems has been added. As


with all previous editions, homework problems have been revised, added, and
removed.


Audience


This textbook is for a first course on computer networking. It can be used in both
computer science and electrical engineering departments. In terms of programming
languages, the book assumes only that the student has experience with C, C++, Java,
or Python (and even then only in a few places). Although this book is more precise
and analytical than many other introductory computer networking texts, it rarely
uses any mathematical concepts that are not taught in high school. We have made a
deliberate effort to avoid using any advanced calculus, probability, or stochastic
process concepts (although weâ€™ve included some homework problems for students
with this advanced background). The book is therefore appropriate for 
undergradu-ate courses and for first-year graduundergradu-ate courses. It should also be useful to 
practition-ers in the telecommunications industry.


What Is Unique about This Textbook?



(10)indeed works well. Nevertheless, we have found that the traditional approach of
teachingâ€”bottom up; that is, from the physical layer towards the application
layerâ€”is not the best approach for a modern course on computer networking.


A Top-Down Approach


Our book broke new ground 12 years ago by treating networking in a top-down
mannerâ€”that is, by beginning at the application layer and working its way down
toward the physical layer. The feedback we received from teachers and students
alike have confirmed that this top-down approach has many advantages and does
indeed work well pedagogically. First, it places emphasis on the application layer
(a â€œhigh growth areaâ€� in networking). Indeed, many of the recent revolutions in
computer networkingâ€”including the Web, peer-to-peer file sharing, and media
streamingâ€”have taken place at the application layer. An early emphasis on 
application-layer issues differs from the approaches taken in most other texts, which have only a
small amount of material on network applications, their requirements, application-layer
paradigms (e.g., client-server and peer-to-peer), and application programming 
inter-faces. Second, our experience as instructors (and that of many instructors who have
used this text) has been that teaching networking applications near the beginning of
the course is a powerful motivational tool. Students are thrilled to learn about how
networking applications workâ€”applications such as e-mail and the Web, which most
students use on a daily basis. Once a student understands the applications, the student
can then understand the network services needed to support these applications. The
student can then, in turn, examine the various ways in which such services might be
provided and implemented in the lower layers. Covering applications early thus 
pro-vides motivation for the remainder of the text.


Third, a top-down approach enables instructors to introduce network 
appli-cation development at an early stage. Students not only see how popular 
applica-tions and protocols work, but also learn how easy it is to create their own
network applications and application-level protocols. With the top-down
approach, students get early exposure to the notions of socket programming, 
serv-ice models, and protocolsâ€”important concepts that resurface in all subsequent
layers. By providing socket programming examples in Python, we highlight the
central ideas without confusing students with complex code. Undergraduates in
electrical engineering and computer science should not have difficulty following
the Python code.


An Internet Focus



(11)focus on the Internet, and thus this phrase was somewhat unnecessary. We continue
to use the Internetâ€™s architecture and protocols as primary vehicles for studying 
fun-damental computer networking concepts. Of course, we also include concepts and
protocols from other network architectures. But the spotlight is clearly on the 
Inter-net, a fact reflected in our organizing the book around the Internetâ€™s five-layer 
archi-tecture: the application, transport, network, link, and physical layers.


Another benefit of spotlighting the Internet is that most computer science and
electrical engineering students are eager to learn about the Internet and its protocols.
They know that the Internet has been a revolutionary and disruptive technology and
can see that it is profoundly changing our world. Given the enormous relevance of
the Internet, students are naturally curious about what is â€œunder the hood.â€� Thus, it
is easy for an instructor to get students excited about basic principles when using the
Internet as the guiding focus.


Teaching Networking Principles


Two of the unique features of the bookâ€”its top-down approach and its focus on the
Internetâ€”have appeared in the titles of our book. If we could have squeezed a third


phrase into the subtitle, it would have contained the word principles.The field of
networking is now mature enough that a number of fundamentally important issues
can be identified. For example, in the transport layer, the fundamental issues include
reliable communication over an unreliable network layer, connection establishment/
teardown and handshaking, congestion and flow control, and multiplexing. Two 
fun-damentally important network-layer issues are determining â€œgoodâ€� paths between
two routers and interconnecting a large number of heterogeneous networks. In the
link layer, a fundamental problem is sharing a multiple access channel. In network
security, techniques for providing confidentiality, authentication, and message
integrity are all based on cryptographic fundamentals. This text identifies 
fundamen-tal networking issues and studies approaches towards addressing these issues. The
student learning these principles will gain knowledge with a long â€œshelf lifeâ€�â€”long
after todayâ€™s network standards and protocols have become obsolete, the principles
they embody will remain important and relevant. We believe that the combination of
using the Internet to get the studentâ€™s foot in the door and then emphasizing 
funda-mental issues and solution approaches will allow the student to quickly understand
just about any networking technology.


The Web Site


Each new copy of this textbook includes six months of access to a Companion Web site
for all book readers at http://www.pearsonhighered.com/kurose-ross, which includes:



(12)important topics thoughout the book done by the authors, as well as 
walk-throughs of solutions to problems similar to those at the end of the chapter.
Weâ€™ve also added Interactive Exercises that can create (and present solutions
for) problems similar to selected end-of-chapter problems. Since students can
generate (and view solutions for) an unlimited number of similar problem
instances, they can work until the material is truly mastered. Weâ€™ve seeded the
Web site with VideoNotes and online problems for chapters 1 through 5 and will
continue to actively add and update this material over time. As in earlier 
edi-tions, the Web site contains the interactive Java applets that animate many key
networking concepts. The site also has interactive quizzes that permit students
to check their basic understanding of the subject matter. Professors can integrate
these interactive features into their lectures or use them as mini labs.


â€¢ Additional technical material.As we have added new material in each edition of
our book, weâ€™ve had to remove coverage of some existing topics to keep the
book at manageable length. For example, to make room for the new material in
this edition, weâ€™ve removed material on ATM networks and the RTSP protocol
for multimedia. Material that appeared in earlier editions of the text is still of
interest, and can be found on the bookâ€™s Web site.


â€¢ Programming assignments. The Web site also provides a number of detailed
programming assignments, which include building a multithreaded Web
server, building an e-mail client with a GUI interface, programming the sender
and receiver sides of a reliable data transport protocol, programming a 
distrib-uted routing algorithm, and more.


â€¢ Wireshark labs.Oneâ€™s understanding of network protocols can be greatly 
deep-ened by seeing them in action. The Web site provides numerous Wireshark
assignments that enable students to actually observe the sequence of messages
exchanged between two protocol entities. The Web site includes separate 
Wire-shark labs on HTTP, DNS, TCP, UDP, IP, ICMP, Ethernet, ARP, WiFi, SSL, and
on tracing all protocols involved in satisfying a request to fetch a web page.
Weâ€™ll continue to add new labs over time.


Pedagogical Features



(13)towards our own pet research projects. We figure you can visit our personal Web
sites if you are interested in our research. Thus, this book is about modern 
com-puter networkingâ€”it is about contemporary protocols and technologies as well as
the underlying principles behind these protocols and technologies. We also believe
that learning (and teaching!) about networking can be fun. A sense of humor, use
of analogies, and real-world examples in this book will hopefully make this 
mate-rial more fun.


Supplements for Instructors


We provide a complete supplements package to aid instructors in teaching this course.
This material can be accessed from Pearsonâ€™s Instructor Resource Center
(http://www.pearsonhighered.com/irc). Visit the Instructor Resource Center or send 
e-mail to computing@aw.com for information about accessing these instructorâ€™s 
supplements.


â€¢ PowerPointÂ®slides.We provide PowerPoint slides for all nine chapters. The
slides have been completely updated with this sixth edition. The slides cover
each chapter in detail. They use graphics and animations (rather than relying
only on monotonous text bullets) to make the slides interesting and visually
appealing. We provide the original PowerPoint slides so you can customize them
to best suit your own teaching needs. Some of these slides have been contributed
by other instructors who have taught from our book.


â€¢ Homework solutions.We provide a solutions manual for the homework problems
in the text, programming assignments, and Wireshark labs. As noted earlier, weâ€™ve
introduced many new homework problems in the first five chapters of the book.


Chapter Dependencies



(14)One Final Note: Weâ€™d Love to Hear from You


We encourage students and instructors to e-mail us with any comments they might
have about our book. Itâ€™s been wonderful for us to hear from so many instructors
and students from around the world about our first four editions. Weâ€™ve incorporated
many of these suggestions into later editions of the book. We also encourage instructors
to send us new homework problems (and solutions) that would complement the
current homework problems. Weâ€™ll post these on the instructor-only portion of the
Web site. We also encourage instructors and students to create new Java applets that
illustrate the concepts and protocols in this book. If you have an applet that you
think would be appropriate for this text, please submit it to us. If the applet (including
notation and terminology) is appropriate, weâ€™ll be happy to include it on the textâ€™s
Web site, with an appropriate reference to the appletâ€™s authors.


So, as the saying goes, â€œKeep those cards and letters coming!â€� Seriously,
pleasedo continue to send us interesting URLs, point out typos, disagree with
any of our claims, and tell us what works and what doesnâ€™t work.  Tell us what
you think should or shouldnâ€™t be included in the next edition. Send your e-mail
to kurose@cs.umass.edu and ross@poly.edu.
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Computer


Networks and

the Internet


1


Todayâ€™s Internet is arguably the largest engineered system ever created by mankind,
with hundreds of millions of connected computers, communication links, and
switches; with billions of users who connect via laptops, tablets, and smartphones;
and with an array of new Internet-connected devices such as sensors, Web cams,
game consoles, picture frames, and even washing machines. Given that the Internet
is so large and has so many diverse components and uses, is there any hope of
understanding how it works? Are there guiding principles and structure that can 
pro-vide a foundation for understanding such an amazingly large and complex system?
And if so, is it possible that it actually could be both interesting andfun to learn
about computer networks? Fortunately, the answers to all of these questions is a
resounding YES! Indeed, itâ€™s our aim in this book to provide you with a modern
introduction to the dynamic field of computer networking, giving you the principles
and practical insights youâ€™ll need to understand not only todayâ€™s networks, but
tomorrowâ€™s as well.



(29)Weâ€™ll structure our overview of computer networks in this chapter as follows.
After introducing some basic terminology and concepts, weâ€™ll first examine the
basic hardware and software components that make up a network. Weâ€™ll begin at
the networkâ€™s edge and look at the end systems and network applications running
in the network. Weâ€™ll then explore the core of a computer network, examining the
links and the switches that transport data, as well as the access networks and 
phys-ical media that connect end systems to the network core. Weâ€™ll learn that the 
Inter-net is a Inter-network of Inter-networks, and weâ€™ll learn how these Inter-networks connect with
each other.


After having completed this overview of the edge and core of a computer 
net-work, weâ€™ll take the broader and more abstract view in the second half of this 
chap-ter. Weâ€™ll examine delay, loss, and throughput of data in a computer network and
provide simple quantitative models for end-to-end throughput and delay: models
that take into account transmission, propagation, and queuing delays. Weâ€™ll then
introduce some of the key architectural principles in computer networking, namely,
protocol layering and service models. Weâ€™ll also learn that computer networks are
vulnerable to many different types of attacks; weâ€™ll survey some of these attacks and
consider how computer networks can be made more secure. Finally, weâ€™ll close this
chapter with a brief history of computer networking.


1.1
 What Is the Internet?


In this book, weâ€™ll use the public Internet, a specific computer network, as our 
prin-cipal vehicle for discussing computer networks and their protocols. But what isthe
Internet? There are a couple of ways to answer this question. First, we can describe
the nuts and bolts of the Internet, that is, the basic hardware and software components
that make up the Internet. Second, we can describe the Internet in terms of a 
net-working infrastructure that provides services to distributed applications. Letâ€™s begin
with the nuts-and-bolts description, using Figure 1.1 to illustrate our discussion.


1.1.1
 A Nuts-and-Bolts Description
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(31)nearly 850 million end systems attached to the Internet [ISC 2012], not counting
smartphones, laptops, and other devices that are only intermittently connected to the
Internet. Overall, more there are an estimated 2 billion Internet users [ITU 2011].


End systems are connected together by a network of communication linksand
packet switches. Weâ€™ll see in Section 1.2 that there are many types of 
communica-tion links, which are made up of different types of physical media, including coaxial
cable, copper wire, optical fiber, and radio spectrum. Different links can transmit
data at different rates, with the transmission rateof a link measured in bits/second.
When one end system has data to send to another end system, the sending end 
sys-tem segments the data and adds header bytes to each segment. The resulting 
pack-ages of information, known as packetsin the jargon of computer networks, are then
sent through the network to the destination end system, where they are reassembled
into the original data.


A packet switch takes a packet arriving on one of its incoming communication
links and forwards that packet on one of its outgoing communication links. Packet
switches come in many shapes and flavors, but the two most prominent types in
todayâ€™s Internet are routersandlink-layer switches. Both types of switches 
for-ward packets tofor-ward their ultimate destinations. Link-layer switches are typically
used in access networks, while routers are typically used in the network core. The
sequence of communication links and packet switches traversed by a packet from
the sending end system to the receiving end system is known as a routeorpath
through the network. The exact amount of traffic being carried in the Internet is
difficult to estimate but Cisco [Cisco VNI 2011] estimates global Internet traffic will
be nearly 40 exabytes per month in 2012.


Packet-switched networks (which transport packets) are in many ways 
simi-lar to transportation networks of highways, roads, and intersections (which 
trans-port vehicles). Consider, for example, a factory that needs to move a large
amount of cargo to some destination warehouse located thousands of kilometers
away. At the factory, the cargo is segmented and loaded into a fleet of trucks.
Each of the trucks then independently travels through the network of highways,
roads, and intersections to the destination warehouse. At the destination 
ware-house, the cargo is unloaded and grouped with the rest of the cargo arriving from
the same shipment. Thus, in many ways, packets are analogous to trucks, 
com-munication links are analogous to highways and roads, packet switches are 
anal-ogous to intersections, and end systems are analanal-ogous to buildings. Just as a truck
takes a path through the transportation network, a packet takes a path through a
computer network.



(32)high-speed local area network access, wireless access, and 56 kbps dial-up modem
access. ISPs also provide Internet access to content providers, connecting Web
sites directly to the Internet. The Internet is all about connecting end systems to
each other, so the ISPs that provide access to end systems must also be 
intercon-nected. These lower-tier ISPs are interconnected through national and 
interna-tional upper-tier ISPs such as Level 3 Communications, AT&T, Sprint, and NTT.
An upper-tier ISP consists of high-speed routers interconnected with high-speed
fiber-optic links. Each ISP network, whether upper-tier or lower-tier, is managed
independently, runs the IP protocol (see below), and conforms to certain naming
and address conventions. Weâ€™ll examine ISPs and their interconnection more
closely in Section 1.3.


End systems, packet switches, and other pieces of the Internet run protocols
that control the sending and receiving of information within the Internet. The
Transmission Control Protocol (TCP)and the Internet Protocol (IP)are two of
the most important protocols in the Internet. The IP protocol specifies the format of
the packets that are sent and received among routers and end systems. The Internetâ€™s
principal protocols are collectively known as TCP/IP. Weâ€™ll begin looking into 
pro-tocols in this introductory chapter. But thatâ€™s just a startâ€”much of this book is 
con-cerned with computer network protocols!


Given the importance of protocols to the Internet, itâ€™s important that everyone
agree on what each and every protocol does, so that people can create systems and
products that interoperate. This is where standards come into play. Internet 
stan-dardsare developed by the Internet Engineering Task Force (IETF)[IETF 2012].
The IETF standards documents are called requests for comments (RFCs). RFCs
started out as general requests for comments (hence the name) to resolve network
and protocol design problems that faced the precursor to the Internet [Allman 2011].
RFCs tend to be quite technical and detailed. They define protocols such as TCP, IP,
HTTP (for the Web), and SMTP (for e-mail). There are currently more than 6,000
RFCs. Other bodies also specify standards for network components, most notably
for network links. The IEEE 802 LAN/MAN Standards Committee [IEEE 802
2012], for example, specifies the Ethernet and wireless WiFi standards.


1.1.2
 A Services Description


Our discussion above has identified many of the pieces that make up the Internet.
But we can also describe the Internet from an entirely different angleâ€”namely, as



(33)run on end systemsâ€”they do not run in the packet switches in the network core.
Although packet switches facilitate the exchange of data among end systems, they
are not concerned with the application that is the source or sink of data.


Letâ€™s explore a little more what we mean by an infrastructure that provides
services to applications. To this end, suppose you have an exciting new idea for a
distributed Internet application, one that may greatly benefit humanity or one that
may simply make you rich and famous. How might you go about transforming
this idea into an actual Internet application? Because applications run on end 
sys-tems, you are going to need to write programs that run on the end systems. You
might, for example, write your programs in Java, C, or Python. Now, because you
are developing a distributed Internet application, the programs running on the
different end systems will need to send data to each other. And here we get to a
central issueâ€”one that leads to the alternative way of describing the Internet as a
platform for applications. How does one program running on one end system
instruct the Internet to deliver data to another program running on another end
system?


End systems attached to the Internet provide an Application Programming
Interface (API)that specifies how a program running on one end system asks
the Internet infrastructure to deliver data to a specific destination program 
run-ning on another end system. This Internet API is a set of rules that the sending
program must follow so that the Internet can deliver the data to the destination
program. Weâ€™ll discuss the Internet API in detail in Chapter 2. For now, letâ€™s
draw upon a simple analogy, one that we will frequently use in this book. 
Sup-pose Alice wants to send a letter to Bob using the postal service. Alice, of course,
canâ€™t just write the letter (the data) and drop the letter out her window. Instead,
the postal service requires that Alice put the letter in an envelope; write Bobâ€™s
full name, address, and zip code in the center of the envelope; seal the envelope;
put a stamp in the upper-right-hand corner of the envelope; and finally, drop the
envelope into an official postal service mailbox. Thus, the postal service has its
own â€œpostal service API,â€� or set of rules, that Alice must follow to have the
postal service deliver her letter to Bob. In a similar manner, the Internet has an
API that the program sending data must follow to have the Internet deliver the
data to the program that will receive the data.


The postal service, of course, provides more than one service to its customers.
It provides express delivery, reception confirmation, ordinary use, and many more
services. In a similar manner, the Internet provides multiple services to its 
applica-tions. When you develop an Internet application, you too must choose one of the
Internetâ€™s services for your application. Weâ€™ll describe the Internetâ€™s services in
Chapter 2.



(34)Internet is. What are packet switching and TCP/IP? What are routers? What kinds of
communication links are present in the Internet? What is a distributed application?
How can a toaster or a weather sensor be attached to the Internet? If you feel a bit
overwhelmed by all of this now, donâ€™t worryâ€”the purpose of this book is to 
intro-duce you to both the nuts and bolts of the Internet and the principles that govern how
and why it works. Weâ€™ll explain these important terms and questions in the 
follow-ing sections and chapters.


1.1.3
 What Is a Protocol?


Now that weâ€™ve got a bit of a feel for what the Internet is, letâ€™s consider another
important buzzword in computer networking: protocol. What is a protocol? What
does a protocol do?


A Human Analogy

It is probably easiest to understand the notion of a computer network protocol by
first considering some human analogies, since we humans execute protocols all of
the time. Consider what you do when you want to ask someone for the time of day.
A typical exchange is shown in Figure 1.2. Human protocol (or good manners, at
least) dictates that one first offer a greeting (the first â€œHiâ€� in Figure 1.2) to initiate
communication with someone else. The typical response to a â€œHiâ€� is a returned
â€œHiâ€� message. Implicitly, one then takes a cordial â€œHiâ€� response as an indication
that one can proceed and ask for the time of day. A different response to the initial
â€œHiâ€� (such as â€œDonâ€™t bother me!â€� or â€œI donâ€™t speak English,â€� or some unprintable
reply) might indicate an unwillingness or inability to communicate. In this case,
the human protocol would be not to ask for the time of day. Sometimes one gets no
response at all to a question, in which case one typically gives up asking that 
per-son for the time. Note that in our human protocol, there are specific messages we
send, and specific actions we take in response to the received reply messages or
other events(such as no reply within some given amount of time). Clearly, 
trans-mitted and received messages, and actions taken when these messages are sent or
received or other events occur, play a central role in a human protocol. If people
run different protocols (for example, if one person has manners but the other does
not, or if one understands the concept of time and the other does not) the protocols
do not interoperate and no useful work can be accomplished. The same is true in
networkingâ€”it takes two (or more) communicating entities running the same 
pro-tocol in order to accomplish a task.



(35)message that is transmitted to, and received by, all students who are not sleeping).
You raise your hand (transmitting an implicit message to the teacher). Your teacher
acknowledges you with a smile, saying â€œYes . . .â€� (a transmitted message 
encourag-ing you to ask your questionâ€”teachers loveto be asked questions), and you then ask
your question (that is, transmit your message to your teacher). Your teacher hears
your question (receives your question message) and answers (transmits a reply to
you). Once again, we see that the transmission and receipt of messages, and a set of
conventional actions taken when these messages are sent and received, are at the
heart of this question-and-answer protocol.


Network Protocols


A network protocol is similar to a human protocol, except that the entities 
exchang-ing messages and takexchang-ing actions are hardware or software components of some
device (for example, computer, smartphone, tablet, router, or other network-capable
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(36)device). All activity in the Internet that involves two or more communicating remote
entities is governed by a protocol. For example, hardware-implemented protocols in
two physically connected computers control the flow of bits on the â€œwireâ€� between
the two network interface cards; congestion-control protocols in end systems 
con-trol the rate at which packets are transmitted between sender and receiver; protocols
in routers determine a packetâ€™s path from source to destination. Protocols are 
run-ning everywhere in the Internet, and consequently much of this book is about 
com-puter network protocols.


As an example of a computer network protocol with which you are probably
familiar, consider what happens when you make a request to a Web server, that is,
when you type the URL of a Web page into your Web browser. The scenario is 
illus-trated in the right half of Figure 1.2. First, your computer will send a connection
request message to the Web server and wait for a reply. The Web server will 
eventu-ally receive your connection request message and return a connection reply 
mes-sage. Knowing that it is now OK to request the Web document, your computer then
sends the name of the Web page it wants to fetch from that Web server in a GET
message. Finally, the Web server returns the Web page (file) to your computer.


Given the human and networking examples above, the exchange of messages
and the actions taken when these messages are sent and received are the key 
defin-ing elements of a protocol:


Aprotocoldefines the format and the order of messages exchanged between
two or more communicating entities, as well as the actions taken on the 
trans-mission and/or receipt of a message or other event.


The Internet, and computer networks in general, make extensive use of 
proto-cols. Different protocols are used to accomplish different communication tasks. As
you read through this book, you will learn that some protocols are simple and
straightforward, while others are complex and intellectually deep. Mastering the
field of computer networking is equivalent to understanding the what, why, and how
of networking protocols.


1.2
 The Network Edge



(37)Recall from the previous section that in computer networking jargon, the 
com-puters and other devices connected to the Internet are often referred to as end 
sys-tems. They are referred to as end systems because they sit at the edge of the Internet,
as shown in Figure 1.3. The Internetâ€™s end systems include desktop computers (e.g.,
desktop PCs, Macs, and Linux boxes), servers (e.g., Web and e-mail servers), and
mobile computers (e.g., laptops, smartphones, and tablets). Furthermore, an 
increas-ing number of non-traditional devices are beincreas-ing attached to the Internet as end 
sys-tems (see sidebar).


End systems are also referred to as hostsbecause they host (that is, run) 
appli-cation programs such as a Web browser program, a Web server program, an e-mail
client program, or an e-mail server program. Throughout this book we will use the
terms hosts and end systems interchangeably; that is, host = end system. Hosts are
sometimes further divided into two categories: clients andservers. Informally,
clients tend to be desktop and mobile PCs, smartphones, and so on, whereas servers
tend to be more powerful machines that store and distribute Web pages, stream
video, relay e-mail, and so on. Today, most of the servers from which we receive


A DIZZYING ARRAY OF INTERNET END SYSTEMS


Not too long ago, the end-system devices connected to the Internet were primarily
traditional computers such as desktop machines and powerful servers. Beginning in
the late 1990s and continuing today, a wide range of interesting devices are being
connected to the Internet, leveraging their ability to send and receive digital data.
Given the Internetâ€™s ubiquity, its well-defined (standardized) protocols, and the
availability of Internet-ready commodity hardware, itâ€™s natural to use Internet 
tech-nology to network these devices together and to Internet-connected servers.


Many of these devices are based in the homeâ€”video game consoles (e.g.,
Microsoftâ€™s Xbox), Internet-ready televisions, digital picture frames that download
and display digital pictures, washing machines, refrigerators, and even a toaster
that downloads meteorological information and burns an image of the dayâ€™s 
fore-cast (e.g., mixed clouds and sun) on your morning toast [BBC 2001]. IP-enabled
phones with GPS capabilities put location-dependent services (maps, information
about nearby services or people) at your fingertips. Networked sensors embedded
into the physical environment allow monitoring of buildings, bridges, seismic 
activi-ty, wildlife habitats, river estuaries, and the weather. Biomedical devices can be
embedded and networked in a body-area network. With so many diverse devices
being networked together, the Internet is indeed becoming an â€œInternet of thingsâ€�
[ITU 2005b].



(38)search results, e-mail, Web pages, and videos reside in large data centers. For
example, Google has 30â€“50 data centers, with many having more than one hundred
thousand servers.
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 Access Networks



(40)networks with thick, shaded lines, and the settings (home, enterprise, and wide-area
mobile wireless) in which they are used.


Home Access: DSL, Cable, FTTH, Dial-Up, and Satellite

In developed countries today, more than 65 percent of the households have Internet
access, with Korea, Netherlands, Finland, and Sweden leading the way with more than
80 percent of households having Internet access, almost all via a high-speed broadband
connection [ITU 2011]. Finland and Spain have recently declared high-speed Internet
access to be a â€œlegal right.â€� Given this intense interest in home access, letâ€™s begin our
overview of access networks by considering how homes connect to the Internet.


Today, the two most prevalent types of broadband residential access are digital
subscriber line (DSL)and cable. A residence typically obtains DSL Internet access
from the same local telephone company (telco) that provides its wired local phone
access. Thus, when DSL is used, a customerâ€™s telco is also its ISP. As shown in
Figure 1.5, each customerâ€™s DSL modem uses the existing telephone line 
(twisted-pair copper wire, which weâ€™ll discuss in Section 1.2.2) to exchange data with a 
digi-tal subscriber line access multiplexer (DSLAM) located in the telcoâ€™s local central
office (CO). The homeâ€™s DSL modem takes digital data and translates it to 
high-frequency tones for transmission over telephone wires to the CO; the analog signals
from many such houses are translated back into digital format at the DSLAM.


The residential telephone line carries both data and traditional telephone 
sig-nals simultaneously, which are encoded at different frequencies:


â€¢ A high-speed downstream channel, in the 50 kHz to 1 MHz band
â€¢ A medium-speed upstream channel, in the 4 kHz to 50 kHz band
â€¢ An ordinary two-way telephone channel, in the 0 to 4 kHz band


This approach makes the single DSL link appear as if there were three separate
links, so that a telephone call and an Internet connection can share the DSL link at
the same time. (Weâ€™ll describe this technique of frequency-division multiplexing in


Home PC
Home
phone


DSL
modem


Internet


Telephone
network
Splitter


Existing phone line:
0-4KHz phone; 4-50KHz
upstream data; 50KHzâ€“
1MHz downstream data


Central
office


DSLAM


(41)Section 1.3.1). On the customer side, a splitter separates the data and telephone 
sig-nals arriving to the home and forwards the data signal to the DSL modem. On the
telco side, in the CO, the DSLAM separates the data and phone signals and sends
the data into the Internet. Hundreds or even thousands of households connect to a
single DSLAM [Dischinger 2007].


The DSL standards define transmission rates of 12 Mbps downstream and
1.8 Mbps upstream [ITU 1999], and 24 Mbps downstream and 2.5 Mbps upstream
[ITU 2003]. Because the downstream and upstream rates are different, the access is
said to be asymmetric. The actual downstream and upstream transmission rates
achieved may be less than the rates noted above, as the DSL provider may 
purpose-fully limit a residential rate when tiered service (different rates, available at 
differ-ent prices) are offered, or because the maximum rate can be limited by the distance
between the home and the CO, the gauge of the twisted-pair line and the degree of
electrical interference. Engineers have expressly designed DSL for short distances
between the home and the CO; generally, if the residence is not located within 5 to 10
miles of the CO, the residence must resort to an alternative form of Internet access.


While DSL makes use of the telcoâ€™s existing local telephone infrastructure,
cable Internet accessmakes use of the cable television companyâ€™s existing cable
television infrastructure. A residence obtains cable Internet access from the same
company that provides its cable television. As illustrated in Figure 1.6, fiber optics
connect the cable head end to neighborhood-level junctions, from which 
tradi-tional coaxial cable is then used to reach individual houses and apartments. Each
neighborhood junction typically supports 500 to 5,000 homes. Because both fiber
and coaxial cable are employed in this system, it is often referred to as hybrid
fiber coax (HFC).
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(42)Cable internet access requires special modems, called cable modems. As with a
DSL modem, the cable modem is typically an external device and connects to the
home PC through an Ethernet port. (We will discuss Ethernet in great detail in
Chapter 5.) At the cable head end, the cable modem termination system (CMTS)
serves a similar function as the DSL networkâ€™s DSLAMâ€”turning the analog signal
sent from the cable modems in many downstream homes back into digital format.
Cable modems divide the HFC network into two channels, a downstream and an
upstream channel. As with DSL, access is typically asymmetric, with the 
down-stream channel typically allocated a higher transmission rate than the updown-stream
channel. The DOCSIS 2.0 standard defines downstream rates up to 42.8 Mbps and
upstream rates of up to 30.7 Mbps. As in the case of DSL networks, the maximum
achievable rate may not be realized due to lower contracted data rates or media
impairments.


One important characteristic of cable Internet access is that it is a shared
broadcast medium. In particular, every packet sent by the head end travels 
down-stream on every link to every home and every packet sent by a home travels on the
upstream channel to the head end. For this reason, if several users are 
simultane-ously downloading a video file on the downstream channel, the actual rate at which
each user receives its video file will be significantly lower than the aggregate cable
downstream rate. On the other hand, if there are only a few active users and they
are all Web surfing, then each of the users may actually receive Web pages at the
full cable downstream rate, because the users will rarely request a Web page at
exactly the same time. Because the upstream channel is also shared, a distributed
multiple access protocol is needed to coordinate transmissions and avoid collisions.
(Weâ€™ll discuss this collision issue in some detail in Chapter 5.)


Although DSL and cable networks currently represent more than 90 percent of
residential broadband access in the United States, an up-and-coming technology that
promises even higher speeds is the deployment of fiber to the home (FTTH)
[FTTH Council 2011a]. As the name suggests, the FTTH concept is simpleâ€”
provide an optical fiber path from the CO directly to the home. In the United States,
Verizon has been particularly aggressive with FTTH with its FIOS service [Verizon
FIOS 2012].


There are several competing technologies for optical distribution from the
CO to the homes. The simplest optical distribution network is called direct fiber,
with one fiber leaving the CO for each home. More commonly, each fiber 
leav-ing the central office is actually shared by many homes; it is not until the fiber
gets relatively close to the homes that it is split into individual customer-specific
fibers. There are two competing optical-distribution network architectures that
perform this splitting: active optical networks (AONs) and passive optical 
net-works (PONs). AON is essentially switched Ethernet, which is discussed in
Chapter 5.



(43)an optical network terminator (ONT), which is connected by dedicated optical
fiber to a neighborhood splitter. The splitter combines a number of homes (typically
less than 100) onto a single, shared optical fiber, which connects to an optical line
terminator (OLT) in the telcoâ€™s CO. The OLT, providing conversion between optical
and electrical signals, connects to the Internet via a telco router. In the home, users
connect a home router (typically a wireless router) to the ONT and access the 
Inter-net via this home router. In the PON architecture, all packets sent from OLT to the
splitter are replicated at the splitter (similar to a cable head end).


FTTH can potentially provide Internet access rates in the gigabits per second
range. However, most FTTH ISPs provide different rate offerings, with the higher
rates naturally costing more money. The average downstream speed of US FTTH
customers was approximately 20 Mbps in 2011 (compared with 13 Mbps for cable
access networks and less than 5 Mbps for DSL) [FTTH Council 2011b].


Two other access network technologies are also used to provide Internet access
to the home. In locations where DSL, cable, and FTTH are not available (e.g., in
some rural settings), a satellite link can be used to connect a residence to the 
Inter-net at speeds of more than 1 Mbps; StarBand and HughesNet are two such satellite
access providers. Dial-up access over traditional phone lines is based on the same
model as DSLâ€”a home modem connects over a phone line to a modem in the ISP.
Compared with DSL and other broadband access networks, dial-up access is 
excru-ciatingly slow at 56 kbps.


Access in the Enterprise (and the Home): Ethernet and WiFi

On corporate and university campuses, and increasingly in home settings, a local area
network (LAN) is used to connect an end system to the edge router. Although there
are many types of LAN technologies, Ethernet is by far the most prevalent access
technology in corporate, university, and home networks. As shown in Figure 1.8, 
Ethernet users use twisted-pair copper wire to connect to an Ethernet switch, a
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(44)technology discussed in detail in Chapter 5. The Ethernet switch, or a network of
such interconnected switches, is then in turn connected into the larger Internet. With
Ethernet access, users typically have 100 Mbps access to the Ethernet switch,
whereas servers may have 1 Gbps or even 10 Gbps access.


Increasingly, however, people are accessing the Internet wirelessly from 
lap-tops, smartphones, tablets, and other devices (see earlier sidebar on â€œA Dizzying
Array of Devicesâ€�). In a wireless LAN setting, wireless users transmit/receive 
pack-ets to/from an access point that is connected into the enterpriseâ€™s network (most
likely including wired Ethernet), which in turn is connected to the wired Internet. A
wireless LAN user must typically be within a few tens of meters of the access point.
Wireless LAN access based on IEEE 802.11 technology, more colloquially known
as WiFi, is now just about everywhereâ€”universities, business offices, cafes, 
air-ports, homes, and even in airplanes. In many cities, one can stand on a street corner
and be within range of ten or twenty base stations (for a browseable global map of
802.11 base stations that have been discovered and logged on a Web site by people
who take great enjoyment in doing such things, see [wigle.net 2012]). As discussed
in detail in Chapter 6, 802.11 today provides a shared transmission rate of up to 
54 Mbps.


Even though Ethernet and WiFi access networks were initially deployed in 
enter-prise (corporate, university) settings, they have recently become relatively common
components of home networks. Many homes combine broadband residential access
(that is, cable modems or DSL) with these inexpensive wireless LAN technologies to
create powerful home networks [Edwards 2011]. Figure 1.9 shows a typical home
network. This home network consists of a roaming laptop as well as a wired PC; a
base station (the wireless access point), which communicates with the wireless PC; a
cable modem, providing broadband access to the Internet; and a router, which 
inter-connects the base station and the stationary PC with the cable modem. This network
allows household members to have broadband access to the Internet with one 
mem-ber roaming from the kitchen to the backyard to the bedrooms.
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(45)Wide-Area Wireless Access: 3G and LTE

Increasingly, devices such as iPhones, BlackBerrys, and Android devices are being
used to send email, surf the Web, Tweet, and download music while on the run.
These devices employ the same wireless infrastructure used for cellular telephony
to send/receive packets through a base station that is operated by the cellular 
net-work provider. Unlike WiFi, a user need only be within a few tens of kilometers (as
opposed to a few tens of meters) of the base station.


Telecommunications companies have made enormous investments in so-called
third-generation (3G) wireless, which provides packet-switched wide-area wireless
Internet access at speeds in excess of 1 Mbps. But even higher-speed wide-area
access technologiesâ€”a fourth-generation (4G) of wide-area wireless networksâ€”are
already being deployed. LTE ( for â€œLong-Term Evolutionâ€�â€”a candidate for Bad
Acronym of the Year Award) has its roots in 3G technology, and can potentially
achieve rates in excess of 10 Mbps. LTE downstream rates of many tens of Mbps
have been reported in commercial deployments. Weâ€™ll cover the basic principles of
wireless networks and mobility, as well as WiFi, 3G, and LTE technologies (and
more!) in Chapter 6.


1.2.2
 Physical Media


In the previous subsection, we gave an overview of some of the most important
network access technologies in the Internet. As we described these technologies,
we also indicated the physical media used. For example, we said that HFC uses a
combination of fiber cable and coaxial cable. We said that DSL and Ethernet use
copper wire. And we said that mobile access networks use the radio spectrum. 
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(46)In this subsection we provide a brief overview of these and other transmission
media that are commonly used in the Internet.


In order to define what is meant by a physical medium, let us reflect on the
brief life of a bit. 
    
  





      
      
        
      


      
    
      Figure

      
        
                                  
              
                          

                                  
              
                          

                                  
              
                          

                                  
              
                              
                  +7
                

                          

                                  
              
                          

                                  
              
                          

                                  
              
                          

                                  
              
                          

                                  
              
                          

                                  
              
                          

                  

      

    

    
      
        
          
            
          

          
            
            
          
          
            
          

        

      

    
  

      
    
        References

        
            	
                        
                    



            
                View            
        

    


      
        
          

                    Download now ( PDF - 889 Page - 8.30 MB )
            

      


              
          
            Outline

            
              
              
              
              
              
                              
    Circuit Switching
                              
    Layered Architecture
                              
    The Internet Explosion: The 1990s
                              
    Homework Problems and Questions Chapter 1 Review Questions
                              
    Leonard Kleinrock
                              
    File Transfer: FTP
                              
    Mail Access Protocols
                              
    DNS—The Internet’s Directory Service
                              
    Distributed Hash Tables (DHTs)
                              
    Homework Problems and Questions Chapter 2 Review Questions
              
              
            

          

        

      
      
        
  Related documents

  
    
      
          
        
            Chapter 8. Computer Networking: A Top Down Approach, 5 th edition. Jim Kurose, Keith Ross Addison-Wesley, sl April Thanks and enjoy!
        
      

        r nc p es of cryptography 8.3 Message integrity 8 4 Securing e mail 8.4 Securing e-mail 8.5 Securing TCP connections: SSL. 8.6 Network layer

    
      
          
        
            [A975.Ebook] PDF Download Database Systems A Practical Approach To Design Implementation And Management 6th Edition By Thomas Connolly Carolyn Begg.pdf
        
      

        It has to do with exactly what you can take and also receive from reviewing this Database Systems: A Practical Approach To Design, Implementation, And Management (6th Edition) By

    
      
          
        
            Mobile Communication and Networking Technology (ECE), PG-Syllabus, JIS College of Engineering, Kalyani, Nadia, WB, India
        
      

        Design wireless sensor network system for different applications under consideration. Understand the hardware details of different types of sensors and select right type of sensor 

    
      
          
        
            An approach to spectrum estimate exercises for the long term
        
      

        Traffic volumes  by user type,  application,   and  network  service Table of  Applications  against Content  services  &amp; network  services User types for each  scenario at

    
      
          
        
            Chapter Thirteen. Network Design and Management. Data Communications and Computer Networks: A Business User s Approach Seventh Edition
        
      

        • Capacity planning is necessary technique that enables  network administrator to determine network bandwidth  needed to support one or more applications within a  business. •

    
      
          
        
            Chapter 8 Security. IC322 Fall Computer Networking: A Top Down Approach. 6 th edition Jim Kurose, Keith Ross Addison-Wesley March 2012
        
      

        Protocol ap3.1:  Alice says “I am Alice” and sends her   encrypted secret password to “prove” it.. record  and  playback 

      



      

    

    
            
            
      
  Related documents

  
          
        
    
        
    
    
        
            DC mod-1.pdf
        
        
            
                
                    
                    42
                

                
                    
                    0
                

                
                    
                    0
                

            

        

    


      

          
        
    
        
    
    
        
            OSPF Network Design Solutions (2nd edition) pdf
        
        
            
                
                    
                    768
                

                
                    
                    0
                

                
                    
                    0
                

            

        

    


      

          
        
    
        
    
    
        
            HungryMinds   XML Bible, Second Edition pdf
        
        
            
                
                    
                    1249
                

                
                    
                    0
                

                
                    
                    0
                

            

        

    


      

          
        
    
        
    
    
        
            Computer Networking Fundamentals
        
        
            
                
                    
                    9
                

                
                    
                    0
                

                
                    
                    0
                

            

        

    


      

          
        
    
        
    
    
        
            Computer Networking Fundamentals
        
        
            
                
                    
                    10
                

                
                    
                    0
                

                
                    
                    0
                

            

        

    


      

          
        
    
        
    
    
        
            NZQA Expiring unit standard 6857 version 4 Page 1 of 5. Demonstrate an understanding of local and wide area computer networks
        
        
            
                
                    
                    5
                

                
                    
                    0
                

                
                    
                    0
                

            

        

    


      

          
        
    
        
    
    
        
            ELEN 602: Computer Communications and Networking. Socket Programming Basics
        
        
            
                
                    
                    11
                

                
                    
                    0
                

                
                    
                    0
                

            

        

    


      

          
        
    
        
    
    
        
            CSC4290: Introduction to Computer Networking. Hongwei Zhang
        
        
            
                
                    
                    21
                

                
                    
                    0
                

                
                    
                    0
                

            

        

    


      

      


              
          
            
          

        

          

  




  
  
  
    
      
        Company

        	
             About us
          
	
            Sitemap

          


      

      
        Contact  &  Help

        	
             Contact us
          
	
             Feedback
          


      

      
        Legal

        	
             Terms of use
          
	
             Policy
          


      

      
        Social

        	
            
              
                
              
              Linkedin
            

          
	
            
              
                
              
              Facebook
            

          
	
            
              
                
              
              Twitter
            

          
	
            
              
                
              
              Pinterest
            

          


      

      
        Get our free apps

        	
              
                
              
            


      

    

    
      
        
          Schools
          
            
          
          Topics
                  

        
          
                        Language:
            
              English
              
                
              
            
          

          Copyright 1library.net © 2024

        

      

    

  





    



  
        
        
        
          


        
    
  
  
  
    
    
  



     
     

    
        
            
                

            

            
                                 
            

        

    




    
        
            
                
                    
                        
                            
  

                            

                        
                            
  

                            

                        
                            
  

                            

                        
                            
  

                            

                        
                            
  

                            

                    

                    
                        

                        

                        

                        
                            
                                
                                
                                    
                                

                            

                        
                    

                    
                        
                            
                                
  

                                
                        

                        
                            
                                
  

                                
                        

                    

                

                                    
                        
                    

                            

        

    


